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Motivation

Indexes are ubiquitous in computing systems:

bases CaChes File Systems

JavaScript Objects
And have a variety of implementations:

Lingg, o Arrays
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Intuitive Index Specification

An index Is a partial function mapping keys to values:
H : Keys = Vals
There are three basic operations on an index h:
r = search(h, k)
insert(h,k,v)

remove (h, k)
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This intuitive specification is not enough to reason about concurrent
access to the index.

e.g

r ‘= search(h,k,) ;
insert(h,k,,r) || remove(h,k,)

with k, # k,
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Disjoint Key Goncurrency

Concurrent Abstract Predicates:

in(h, k,v) : there is a mapping in the index h from k to v, and
only the thread holding the predicate can modify k.

out(h, k) : there is no mapping in the index h from k, and only
the thread holding the predicate can modify k.

AxXioms:

e.g. in(h, k,v) * out(h, k) = false
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{in(h, k,v)}
{out(h, k) }
{in(h, k,v")}
{out(h, k) }
{in(h, k,v)}

{out(h,k)}

r search (h, k)
r = search(h,k)
insert(h,k,v)
insert(h,k,v)

remove (h, k)

remove (h, k)

{in(hk,v) AT = v}
{out(h, k) A7 = null }
{in(h, k,v")}

{in(h, k,v)}

{out(h, k) }

{out(h, k) }
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{ Out(h, kl) * ln(h, kZ) v) }
r ‘= search(h,k,) ;
{fout(h, k) *in(h, k,,v) ANr = v}

{fout(h, ki) ANr = v}
insert(h,k,,r)

tin(h, ky,v) }

{in(h, k,,v)}
remove (h,k,)

{out(h, ky) }

{inCh,k{,v) *out(h,k,) }
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However, we still cannot reason about the following programs:

remove (h, k) || remove(h,k)
insert(h,k,v) || remove(h,k)
r = search(h, k) || remove(h,k)

We need to account for the sharing of keys between threads.
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Real-World Client Programs

Database sanitation:

remove all patients who have been cured, transferred or
released

Graphics drawing:
clip all objects outside of some horizontal and vertical bounds

Garbage collection:
parallel marking in the mark/sweep algorithm

Web caching (NOSQL):
removing a picture whilst others are attaching comments to it
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Shared Key Goncurrency

Extended Concurrent Abstract Predicates: withi € (0,1]

indef (hl k: v)i

inger - the key k definitely maps to value v

0 < i < 1:no other thread can change the value at key k

[ = 1 : this thread can change the value at key k

outg.s IS analogous
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Shared Key Goncurrency

Extended Concurrent Abstract Predicates: with i € (0,1]

inrem (h, k, v)i

rem . the key k might map to a value, and if it does that value
IS v

0 < i < 1:all threads can only remove the value at key k, the
current thread has not done this so far

* out,., IS analogous

Similarly we have out;,; and out;, for insert only



Imperial College
London

New specification of remove(h,k):
{ inger(h, k,v)q } remove (h,k) { outger(h, k)q }
{outger(h, k); } remove (h, k) {outyer(h k);}

{inyem(h k,v); Vout,eym(h k);} remove (h,k) {out,en(h k);}
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{indef(h,k,v)l}
{ inre’m (h' k' v)l }
{ inrem (h' k' U)O.S * inrem (h' k: V)O.S}

{ inrem (hr kr U)O.S}

remove (h, k)

{ Outrem(h» k)O.S }

{ iNyem (N, k, V)5 }

remove (h, k)

{ OUtrem (h» k)O.S}

{ outyem (R, k)O.S * OUtyem (R, k)O.S}
{ Outdef(hJ k)l }
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Worker thread:
{ 2<v /\®25n5max Myem (h, n, O)i }

worker (v,max,h)
cC =v + v;
while (¢ < max)
remove (h,c) ;

cC =c¢Cc + v,

fac(n,v) = out,em(h,n); /\}
—fac(n,v) = inyem(h,n,0);

{ @ 2snsmax
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iNpem (M, K, V)i * iNpe (M k, V) j © Mo (M k,v)4; i+ <1

iNpem (A, kK, v); * Ut (h, k) = outrem(h,k)ip; Hi+j<1
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Sieve specification:

{ ®ZSnSmax indef(h» n, 0)1 Amax > 1 }

worker (2,max,h) || worker(3,max,h) || .. || worker (m,max,h)
® isPrime(n) = inger(h,n,0); A
2EMEMAX isPrime(n) = outger(h,n);

where m = |\/max|
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Implementing a Concurrent Index

Our abstract concurrent index specification is sound for a number
of different implementations, including:

Lip keg Arrays

: Hasp,
Lises B-trees Tables
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B-tree remove implementation must satisfy the specification:

{ inger(h k,v), } remove (h,k) {outger(h k), }

Concrete definition of ing.r(h, k, v);:
Interference
Shared state environment

inger(h, k,v); = 3r. |Be(h, k,v) }‘(r,h) * [Lock]j = [SWAP]}
g [REM (0: k)]zd,i) *®VEVals [IN S (0: k, V)]Ed,i)

Capability tokens
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Check axioms: for example,
Nger(M k,v); *inger(h k,v); © inger(hk,v)y; fi+j<1
Check stability of predicates

Check implementations satisfy abstract specifications
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{:{”‘l + dapsik, v, 1) « nicsNode(¥, k. v, 7, &) }
+ prassne{cer, & nil) AN - feaf(— ¥ D" p) AW <X
lock(cur); // sse LOCK

K -« get(cur);

Proof of remove
Implementation:

ENILS RUTS
remova(h, k) {
(BT, i}
PB = gotPrime3lock(R);
cur = root(FE);
N := got(cur);

1

]
ek
+ [UNLOCK (cuz)if A
£ (isInN, X)) {

4 "r-s- + deaps(k.r. 1) « sl f{car N, X, v, r.n,\}

o [UNLOCK (cus)[§ AN -~ laa
A

s dapsik, r. 1) e slf{cur, KX, v r.b)
lasf(1, k7, D, &, 7)) A R <k

// nse REM
([, » e « v
* [MODLR(D, cur, x, 1)]7 & @y v [INST, x, 0 |,
o stlf(cur, ¥k, v, 7. h) AN -~ keaf{1, ¥, D, k".;r"c

removaPair (N, k);
put{A, cur); // use MODLR
(| :‘.u. » deapsix, v, 1) ¢ stlf(cur, K.k, v, 7, b)
o [UNLOCK (cur)|§ AN — laaf(1, K, D', 6" p7)

A ck<E'AD - DUk,

mlock{cur); // use UNLOCK

"mr’lm: * daaps(k,r, ”}

;i':. + daps(k, r. 1) « nicaNode(N, k. v, r, ) {
» prasant{car, ko, p) AN ~ noda(-, ko, p, Dv,k ) {outar(x): }
A = —20 return;
b alse {

whila (isleaf(¥) falsa) {
cur := saxt(¥, k);
N = get(cur):

:_,' ., + daps(k, r. 1)  nicaNoda(¥, k. v, r,:j.}

« prasenticar, &, nil) A N ~ kaf(— ¥, D, &", ')
AN <

whila (zrue) {
/7 see Figure [

o desps(x, 7, 1) ¢ stlf{cur, K.k, v, 7,

o [UNLOCK(cuz)i] AN ~ kaf{ LK, D k" pf) AR < X }
molock{cur); // use UNLOCK

[BEmxel]),,,, » deapsix. . 1) » nicaNodo(s, k. v,7,%)
o prasansfcur, ¥ nil) AN - laaf(— ¥, D.E". ')
AR <k

1r (k > highValua(¥)) {
-

o« deaps(i v, 1) » nicsNoda(¥, k. v, =, B}

)
« prasanu{car, &, nil) AN - beaf( -, &', D, &, p')
ARk

)
{outae(n k). }

Figure 21. Proof cutline for B** tee ramove (excluding gty ;;’(?'3‘3“'” ¢
loop body). K ;= get{cur);

:,~. + deaps( r, 1) » niceNodo(¥, k. v, », &)
prasant(car, &, nil} AN — baf(-, ¥, D, &",p")
AR <k

} elsa { // vslse 15 not In the tree

{faka}
{outas (B, k)1 }
raturn;
}
Bz, +deapsiicr, 1) « nicsNoda(s, k,v,7, 2}
» prasene{cur, & nil) AN - laaf(— ¥, D k", ")
Al <k

}
Figure 22 Proof outline for B tee remove (main loop
body).
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Summary:
simple abstract spec for concurrent indexes
essence of real-world client programs
correct implementations
linked lists
hash tables
concurrent B-trees
proof structure lends itself to automation

Future work:
Automation/Proof Assistant (Dinsdale-Young)
java.util.concurrent (da Rocha Pinto)
File Systems (Ntzik)



